IHopsanok MpoBepKH JIEKTPOHHO NMOANNCH B IOPUCIUKIMAX 3a npenegamu P@ (Bepcust Ha pycckoM
SI3bIKE)

Hacrostiuit mopsiiok sIBISIOTCS HEOTheMIEMOM 4acThio COTJIalleHNs 0 UCTIOIB30BAHUS SJICKTPOHHOTO
cepBuca Poket Bopk, koTopoe pa3meriieHo 1o cchuike https://b2b.rocketwork.ru/.

Jns TmpoBEpKH JOCTOBEPHOCTH 3JEKTPOHHON TMOAMUCH HCIOJB3YEeTCS BCTPOSHHBIM (DyHKIHMOHANT
KOMaHJIHO# CTpOKH onepaunoHHbIX cucteM Windows, Linux umu Mac OS.

Hcxonnple maHHBIC: TIOCIE MOMMUCAHKS JOKYMEHTA Ha CTpaHMIle mojamucanus sign.rocketwork.ru Oyzaer
JOCTyTieH ¢aiisl ¢ pe3ynbraMmu noAmnucanus certificate.txt

[Topsimok aedcTBUM 1J1 IPOBEPKU HOMUCH:

1. 3anycrure Komannayto crpoky (OC Windows) mim Tepmunan (OC Linux nimm MacOS)
2. YKaxxuTe cieayronpe KOMaH/Ibl:

echo 'Tlepemennas 1' > signed content.txt

echo 'Tlepemennas 2' > base64sig.sign

echo Tlepemennas 3' > pubkey.pem

base64 --decode base64sig.sign > decoded_signature.sig

openssl dgst -sha256 -verify pubkey.pem -signature decoded signature.sig signed content.txt

3. [IpoBeprTe momydeHHbId pe3ynbTar. [lonydenue orsera “Verified OK” moareepkaaer 70CTOBEpHOCTD
MIPOBEPSIEMOM MOAMHCH.

Onucanue NEPEMCHHBIX:

[lepemennass 1 - manHble 0OBEKTa MOAMUCH (4TO TOAMKCHIBaeM). CKOMUPYHTE MONHBIA TEKCT W3
certificate.txt mexxay arpuOyramur ----- JAHHBIE TIOAIMMCHU 1 wmn ----- JAHHBIE TIOJITNCU 2,
BKJIIOYass Ha3BaHWe aTpuOyTa (A7 TPOBEPKH TMEPBOH WM BTOPOM MOINHCH COOTBETCTBEHHO)

[pumep 1:

————— JAHHBIE TIOAITMCH 1

Cymma=1.0

Haumenosanue=Title

3akazunkHanmenopanne=Demo Customer

3aka3zunk THH=779999999999

Hcnonuurens—KBanos MBan liBanoBHY

Hcnomaurens MHH=771533830120

Ommcanne=desc
KontponprasCymma=1929d4b4fc4b81065f029e0ba42824e60b1b07a1c0280603f0aa8c068154e6f1
CcoutkaHalokymenT=https://rocketwork.ru/api/tasks/02d3b792d7dd06cd4ec4b3bdf3e7376 1btb66
cf58fabd1e88cd514c5a8772117/agreement

[Ty6mmunsniiKnrou=

MIIBJANBgkqhkiGOWOBAQEFAAOCAQSAMIIBCgKCAQEA2alnyesaNVe69MpM3quM


https://rocketwork.ru/

Zgtt9aDIg8sYwnaEdmojrwVSjpUDkSdd3Y 1tIBz6vOymOTN+YiWspkVvzhZSr2 11
n6fZKHG4sHIm/dg1wdRib2sodC806hO7eBfE2Wsd6CNpHXL1qgo0TzFFweCS5pvp8
9nJVqRhalRrLpLIXqlgNgn9hnVuwQIM96/26yWFRz4Vd6AXIfP1s8aNM9JTcgZTO
r95SNF5++ij0Lp8dMr71960j7P1Kp8VVqlgx1zZTWIACvSVIc8eYtyCsx 1bwA/5PeV
tPEDmM7kxXI1G5nnM6/0emty W2mHxIRMu+5GgmsoJFbk4oqqueBPtiOnMfVwOR fibM
WQIDAQAB

HoanmucanT=000 «PoxeT Bopk»
Bpemsallonnucanna=2021-09-14 20:52:37 +0300
HowmeplIloanucu=13253

————— JAHHBIE TTOAIINCH 1

[lepemennas 2 - pesynbrar noamucu. Cxomupyiite TekcT u3 certificate.txt mexnay arpuOyramu -----
noAaruMcCh 1 nam ------ [TOAIMNCH 2, HE Bkitouast Ha3BaHHE caMOro aTpuOyTa (st IPOBEPKH MEPBOi
WM BTOPOH MOANNCH COOTBETCTBEHHO)

[pumep 2:

rSHtObm8Xub8+mHJoopGBehdXmuXDxsjou7Zj+CBWk09¢1jSIp9llodM9InZQ
nX9bRLEBIO7BJUI4KRR80/1Pu65Kxnh2F1Szh/DfHjeXFg8xCqLJOjDaS5jPw
VDxHVPKPHS505Fqc0+Ga6t+Ebg9FVvnY QLAThB/BvSISI6GHTDaWRqgMIY SsA
00dFe9Uox9MHDI95P+HONIHbjGNo8P{zZON3BAPVVPVpNIFY OyuirWYo7w9ImX
B9EFcFtT3RBwel3wuD7fyqaQNu+pQq5jnT 1 koadkw+262iCHURfFMCzUCIN+
OBI5TiWxovEWMWNG6tbo+kB+18lfr+uV5XJokfOmzw==

[lepemennas 3 - myOnuunblid ko4 noanucu. Cxomupyite TekcT U3 certificate.txt Mexxay aTpubyramu
[TyonuuneniKirtou=, BKItoYas 3arojJoBKH ----- BEGIN PUBLIC KEY----- [ === END PUBLIC KEY----- ,
Ho HE Bkimiouass Ha3BaHMe caMoro arpuOyTa (yKa3plBaiTe KIIIOY COOTBETBYIOLIMHA MEPBOI MM BTOPOH
MOJITIHCH)

[Ipumep 3:

MIIBIjANBgkghkiGOWOBAQEFAAOCAQSAMIIBCgKCAQEA2alnyesaNVe69MpM3quMZgtt9
aDIg8sYwnaEdmojrwVSjpUDkSdd3Y 1tJBz6vOymOTN+YiWspkVvzhZSr21i
n6fZKHG4sHIm/dg1lwdRib2sodC806hO7eBfE2Wsd6CNpHXL1qgo0TzFFweCS5pvp8
9nJVqRhalRrLpLIXqlgNgn9hnVuwQIM96/26yWFRz4Vd6AXIfP1s8aNM9JTcgZTO
r95NF5++ij0Lp8dMr71960j7P1Kp8VVqlqx1zZTWIdCvSVIc8eYtyCsx1bwA/5PeV
tPEDm7kxXIG5nnM6/0emty W2mHxIRMu+5GgmsoJFbk4oqqueBPtiOnM{VwORfibM
WQIDAQAB



Procedure for verification of electronic signature in jurisdictions outside the Russian Federation (English
language version)

This procedure is an integral part of the Agreement on the use of the Rocket Work electronic service,
which is available at the link https://b2b.rocketwork.ru/.

The built-in command line functionality of Windows, Linux or Mac OS operating systems is used to
verify the authenticity of the electronic signature.

Initial data: after signing the document, a file with the results of signing certificate.txt will be available on
the signing page of sign.rocketwork.ru.

The order of actions to verify the signature:

1. Run Command Prompt (Windows OS) or Terminal (Linux or MacOS OS).
2. Specify the following commands:

echo '"Variable 1' > signed_content.txt

echo '"Variable 2' > base64sig.sign

echo "Variable 3' > pubkey.pem

base64 --decode base64sig.sign > decoded_signature.sig

openssl dgst -sha256 -verify pubkey.pem -signature decoded signature.sig signed content.txt

3. Verify the received result. Receiving a “Verified OK” response confirms that the verified signature is
valid.

Variable description:

Variable 1 - signature object data (what we sign). Copy the full text from certificate.txt between the
attributes ----- DATA_SIGNATURE 1 or ----- DATA_SIGNATURE 2, including the attribute name (to
verify the first or second signature, respectively)

Example 1:

————— DATA SIGNATURES 1

Amount=1.0

Name=Title

CustomerName=Demo Customer

3aka3unk IHH=779999999999

Contractor=Ivanov Ivan Ivanovich

Ucnomaurens MHH=771533830120

Description=desc
KonTponbrasCymma=1929d4b4{c4b8f0651029e0bad2824e60b1b07a1c028060310aa8c068154e6f1
CcruikaHalokyment=https://rocketwork.ru/api/tasks/02d3b792d7dd06cd4ec4b3bdf3e7376 1 bfb66ct58fa
bd1e88cd514c5a8772117/agreement

PublicKey=.

MIIBIjANBgkghkiGOWOBAQEFAAOCAQSAMIIBCgKCAQEA2alnyesaNVe69MpM3quM
Zgtt9aDIg8sYwnaEdmojrwVSjpUDkSdd3Y 1tIBz6vOymOTN+YiWspkVvzhZSr21i
n6fZKHG4sHIm/dg1wdRib2sodC806hO6hO7eBfE2Wsd6CNpHXL1qgo0TzFFweCS5pvp8
9nJVgRhalRrLpLIXqlgNgn9hnVuwQIM96/26yWFRz4Vd6AXIfP1s8aNM9JTcgZTO
r95SNF5++ij0Lp8dMr71960j7P1Kp8VVVqlqx1zTWIdCvSVIc8eYtyCsx 1bwA/5PeV
tPEDm7kxXIG5nnM6/0emty W2mHxIRMu+5GqmsoJFbk4oqqueBPtiOnM{VwOR fibM
WQIDAQAB

Subscriber=RocketWorks LL.C



TimeSubscribed=2021-09-14 20:52:37 +0300
Signature Number=13253
————— DATA_SIGNATURES 1

Variable 2 is the result of the signature. Copy the text from certificate.txt between the attributes -----
SIGNATURE 1 or ------ SIGNATURE 2, NOT including the name of the attribute itself (to verify the
first or second signature, respectively)

Example 2:

rSHtObm8Xub8+mHJoopGBehdXmuXDxsjou7Zj+CBWk09¢1jSIp9llodM9InZQ
nX9bRLEBIO7BJJUI4KRR80/1Pu65Kxnh2F1Szh/DfHjeXFg8xCqLJOjDa5jPw
VDxHVPKPHS505Fqc0+Ga6t+Ebg9FVvvnY QLAThB/BvSISISI6GHTDaWRqqMIY 5sA
00dFe9Uox9MHDI5P+HONIHbjGNo8P{zZON3BAPVVPVpNIFY OyuirWYo7w9ImX
BIEFcFtT3RBBwel3wuD7fyqaQNu+pQq5jnT 1koadkw+262iCHURfFMCzUCION+
OBISIiWxovEWMWNG6tbo+kB+r8lfr+uV5XJokfOmzw==

Variable 3 is the public key of the signature. Copy the text from certificate.txt between the attributes
PublicKey=, including the headings ----- BEGIN PUBLIC KEY----- [ === END PUBLIC KEY----- , but
NOT including the name of the attribute itself (specify the key corresponding to the first or second
signature).

Example 3:

MIIBIjANBgkghkiGOWOBAQEFAAOCAQSAMIIBCgKCAQEA2alnyesaNVe69MpM3quMZgtt9aDIg8
sYwnaEdmojrwVSjpUDkSdd3Y 1tJBz6vOymOTN+YiWspkVvzhZSr21i
n6fZKHG4sHIm/dg1wdRib2sodC806hO6hO7eBfE2Wsd6CNpHXL1qgo0TzFFweCS5pvp8
9nJVqRhalRrLpLIXqlgNgn9hnVuwQIM96/26yWFRz4Vd6AXIfP1s8aNM9JTcgZTO
r95NF5++ij0Lp8dMr71960j7P1Kp8VVVqlqx1zZTWIdCvSVIc8eYtyCsx 1bwA/5PeV
tPEDm7kxXIG5nnM6/0emty W2mHxIRMu+5GgmsoJFbk4oqqueBPtiOnM{VwOR fibM

WQIDAQAB



